NHOOPMALIMOHHA A [TAMATKA
JUIA OBYUAIOHINXCA

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJBHUKM OJIHM W3 CaMbIX AKTHMBHBIX Nosib3oBarene Pynera. Mexnmy tem,
MIOMHMO OT'POMHOT'0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U POoOIeMbl. JTa
namsTKa J0JHKHA TOMOYb TeOe 0€3011aCHO HaXOUThCS B CETH.

KommbroTepHsie BUPYCBI

KoMIbroTepHBIli BUPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX IIPOrpamM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nmonosiHeHHE K 3TOMy, BUPYChl MOTYT IOBPEIUTDH WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIBHBIE TI0JIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylIeHa 3apa)K€HHas Mporpamma, a TakXe MOBPEIUTh WU JaXKe YHUUYTOKUTH
ONEpPallMOHHYI0 CHCTEMY CO BCceMHU (paiinamu B LeJIOM. B OONBIIMHCTBE Cly4daeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Ucnionb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIM
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

2. IloctossHHO ycTaHaBnuBaik mauTud (UudpoBBIE 3aIlIaTKH, KOTOPHIC
aBTOMATUYECKU YCTAHABJIMBAIOTCS C LEJIbIO JOPAa0OTKH MNPOTpamMMbl) U JpyrHe
OOHOBJIEHUS CBOEH ONepaliMoHHOM cucTeMbl. CkaunBai X TOJIBKO C OPUIIMATIBHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT peskuM aBTOMaTHYE€CKOr0 OOHOBJICHUS,
BKJIFOYH €T0;

3. Paboraii Ha cBOoeM KOMIBIOTEpPE IIOJl IMpaBaMU MOJb30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. conp3yil  aHTUBUPYCHbIE NPOrpaMMHBIE  MPOIYKTHI  M3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl MIOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHWE HOCUTENW MH(MOpMAIMK, Takue Kak (Quielika, IUCK
WM (pailn U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

/. He oTkpbIBall KOMIIbIOTEpHBIC (ailyibl, MOJyYEHHbIE M3 HEHAJEKHBIX
ucTOYHUKOB. Jlaxke Te (paitybl, KOTOpHIE MpUCal TBOM 3HAKOMBIH. Jlyurie yTouHu
y HETro, OTIPABJIsUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BuJ niepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 romy HumepiaHickas KOMIAHUS 3aperucTpupoBaia OpeH.
«WECA», uto o0o3Hauasio crnoBocoderanue «Wireless Fidelity», koTtopsbrit
NEePEeBOIUTCS KaK «OecpoBOAHAS TOUHOCTD.

Jlo Haiero BpeMeHH Jioluia apyrasi abopeBuarypa, KoTopas sSBJIsSIeTCs] TaKON
Ke TexHojorue. Iro adbopeBuarypa «Wi-Fi». Takoe HazBaHue ObUIO JTaHO C
HAMEKOM Ha CTaHJapT BhICIICH 3ByKOBOI TexHukU Hi-Fi, uto B mepeBoje o3HavaeT
«BBICOKAsI TOYHOCTDHY.



Ja, OecriyaTHbIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE SKCIEPTHI CUMTAIOT, UTO
obmenoctynabie Wi-Fi ceTn He SBISIOTCS 0€30IMaCHBIMH.

CogeTsl 110 0€301acHOCTH Pa0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro JInuHyr0 HHPOpManmio gepe3 odmienoctymabie Wi-Fi
cetd. PaboTas B HUX, )KeJIAaTeIbHO HE BBOAUTH MAPOJIN JIOCTYIA, JIOTUHBI U KaKUe-
TO HOMEpA;

2. Vcnonp3yit u OOHOBIIIM aHTUBUPYCHBIE MporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MAacHIlb ce0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnionszoBanuu Wi-Fi otkitoun ¢pyHkumio «O0muii 1octyn K (aitiam
U npuHTepam». JlaHHas GyHKUMS 3aKpbiTa MO YMOJTYaHHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe win y4eoe;

4. He wucnons3yih myOnumuneii WI-FI nma nmepemaunm JHWYHBIX JTaHHBIX,
HaIlpUMeED, JUIsl BBIXO/IA B COUMATIBHBIE CETH WU B JJIEKTPOHHYIO MTOYTY;

5. Mcnonb3y# TOJIBKO 3amuiieHHoe coequnenue uepe3 HTTPS, a e HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (ynkiuio "llogkmouenne k' Wi-Fi
apToMarnuecku''. He momyckail aBTOMaTHMYeCKOTO IMOJKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

ConuanbHble CETH aKTUBHO BXOJIST B HAIIly KU3Hb, MHOTHE JIIOJU paboTaroT
U KUBYT TaM MOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MIILTHAP]T YETOBEK,
YTO SBJISIETCA OAHOM CEIbMOM BCEX KUTENEH IIaHeThl. MHOTME MOJIb30BATENINA HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MEIIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJileHa W WCIOJIb30BaHA K€M YTrOJHO, B TOM YHCJIE HE 0053aTeIbHO C
OJlaruMu HAaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTU B COLIMAIBHBIX CETSIX:

1. Orpanuub cnucok apy3eil. Y Te0s B Apy3bax HE JOHKHO OBITh CTy4YalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammIai CBOIO YacTHYIO >KM3Hb. He ykaspiBail maponu, Tene(oHBI,
aapeca, JaTy TBOErO0 POXIECHUA U JPYryl0 JUYHYIO  HHGOpPMALHMIO.
3JI0yMBIIIUIECHHUKH MOTYT HCIIOJB30BaTh Jaxe WHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai CBOIO penyTaIyo - ACPKH €€ B YUCTOTE M 3a7aBaii cedbe BOIpoc:
XoTen Obl Thl, YTOOBI JPYTHE IMOJH30BATEIN BHJEIH, YTO ThI 3arpy’kaeiib?
[Tomgymaii, mpesx/ie 4emM 4To-TO OMyOJUKOBATh, HAMIMCATh U 3arPYy3UTh;

4. Ecnu ThI TOBOPHUILIB C JIFOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIB3YH CBOE
peasbHOE MMS U JIPYTYIO JTUYHYIO WH(OpPMAIUU: UMsI, MECTO JKUTEIIbCTBA, MECTO
y4eObl U IPOUEe;

5. U36erait pasmemenus: gororpaduii B HTepHETE, Ie Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAECIUTh TBOE MECTOTIOJI0KEHHE;

6. [Ipu peructpauuu B COUUAIBHOM CE€TH HEOOXOAMMO UCIOJIb30BATh
CJIOXHBIE AP0, COCTOSALIUE U3 OYKB U LIUPP U C KOJUYECTBOM 3HAKOB HE MEHEE

8;



7. Jlng colManbHOM CETH, MOYThl M JAPYTUX CalTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa ecinu Teds B3JIOMAaIOT, TO 3JI0YMBIIIITICHHUKU
IIOJTy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIEKTPOHHBIE JIEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YJOOHBIM CHMOCOO IIATEKEW, OJHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HbIH.

DNEeKTPOHHBIE IEHI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOr0 BO
MHOTHX I'OCYyAapCTBax J0 CUX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe OHM QYHKIIMOHUPYIOT U O HUX YK€ ITPOIHMCAHO B 3aKOHE, IJIE€ UX
pa3lensaoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE M HE aHOHUMHBIE. PazHuna B ToMm,
4YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKALIMY TIOJb30BATENSA, @ B HEAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
ABIISIETCS 00A3aTEIBHOM.

Taxke craemyer pasnuyaTh OJJICKTPOHHBbIE (UATHBIE J€HBI'M (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJICKTPOHHBbIE He(dUATHBIE ACHBIM (HE PaBHBI
rOCyJJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHBIMU JIEHbIAMU:

1. IlpuBsiku K cyeTy MOOWIIbHBIN TeNePOH. ITO camblil yAOOHBIN U OBICTPHIiA
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedoH MOMONKET, €CIH
3a0yJelib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonw3yil onHopa3zoBble maponu. Ilocnme mepexona Ha YCHIEHHYIO
aBTOpHU3alLMI0 TeOe yxke He OyJeT yrpokaThb ONAacHOCTh KpaXXH WIM IepexBara
IUIATEKHOTO MAapOJIs;

3. Beibepu cnoxsblii naponb. [IpecTynmHukaMm OyneT He MpOCTO yraiarhb
CJIOXHBIM naposb. HanexHsle mapoiu - 3T0 napoiu, KOTOPbIE COEPkKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B c€0s1 CTPOYHBIEC U MPOMUCHBIE OYKBBI, TU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKME€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAaK M T.II
Hampumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTaX, KOTOPBIM HE IOBEPSCIIb.

DJIEKTPOHHAS MTOYTa

DJIEKTPOHHAS TOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIIEMBIE €10 YCIYTH IO
NIEPECHUIKE U MOJTYUYEHHUIO AIEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEAEIISIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIIEIYIOIIKUM 00pa3oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMe repeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C AIEKTPOHHOMN MOYTOM:

1. Hago BBIOpaTh TpaBWUIIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €CTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle TOBEPSTH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He yxa3biBail B TMYHON MOYTE JUUHYI0 HHpopmaiuio. Hanpumep, myure
BBIOpATh «MY3bIKaIbHBIN _(panaT@» uim «pok2013» BmecTo «temal3»;

3. Ucnonb3yil ABYXATanmHyK aBTOpHU3alMI0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TpUChUIaEMBbIN IO SMS;



4. BoiOepu COXKHBIN Maposib. s KaXkA0ro MoYTOBOrO SIIKKa T10KEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY HapOJIb;

5. Eciii ecTh BO3MOXKHOCTh HamucaTh CaMOMYy CBOM JIMYHBIA BOIPOC,
WCIOJIB3YH 3Ty BO3MOXHOCTB;

6. Mcronb3yil HECKOJBKO TIOYTOBBIX SAMUKOB. [lepBbIii 11 dacTHOM
MEPEIUCKU C aJipecaramMu, KOTOPHIM Thl JOBEpsiClIb. JTO AJNEKTPOHHBIN ajpec He
HAJI0 UCTIOIh30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;

/. He oTkpeiBail ¢aiiibl U Ipyrue BIOXKEHHS B MUCHbMAaxX, JaXKe €ClIU OHU
IOPUIILIA OT TBOUX Apy3el. Jlydile yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baiisr;

8. [locne okoHuaHus pabOTHl Ha IMOYTOBOM CEpPBHUCE TMEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATIY.

KubepOymuHT uiau BUPTyaabHOE U3€BATEIBCTBO

KubepOymmuar -  mpeciiemoBaHue — COOOMICHUSMHU,  COJIEPIKAIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIlyrUBaHuUE; XYJIUTAHCTBO; COLMAJIBHOE
OOMKOTHUPOBAHKE C TIOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 60#. Jlyumuii cnoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOXHO OOpaTUThCS, TO BHA4aje YCIOKOUThCS. Eciu Thbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
Pa3oXkKeNb KOH(IIHKT;

2. Yupapisi cBoelt kubeppenmyTaiuei;

3. AHOHUMHOCTh B ceTh MHHMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouUT BECTHM XYJIUTAHCKUW 00pa3 BUPTyaJbHOM Ku3HHU. MHTEepHeT
buKcUpyeT BCe TBOM JEHCTBHUSI W COXpaHSCT UX. YJAIUTh UX OyleT KpaiiHe
3aTPYJIHUTEIIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit eauHuuHblid  HeraTuB. (OIHOpPA30BBIE  OCKOPOUTEIIBbHBIC
COOOIIEHHUSI TyUllle MTHOpUPOBaTh. OOBIUHO arpeccus MpekpaliacTcs Ha HayalbHOU
CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIECHUSMHU, B
COITMATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
ONPEICIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTeNs KOEepOyuIMHTra. TBOU NEUCTBUS: BHICTYITUTh MPOTHUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICHUXOJOTHYECKas MOMOIb, COOOUIUTH
B3pPOCIBIM O (haKTe arpeCCUBHOTO TOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
(GyHKIIMOHAT, W TEMmepb OHU MOTYT KOHKYpPHUPOBAaTb CO CTAallMOHAPHBIMU
KoMmmbioTepamMu. OJTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOMUCTB MOKa OYEHb
Majio. TecTupoBaHUE U TTOUCK YSA3BUMOCTEM B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s [1K, To e camoe kacaeTcs 1 MOOUJIbHBIX MPUIIOKEHUM.



CoBpeMeHHbIE MOOWJIbHBIE  Opay3epbl yXKe MNPaKTUYECKU JIOTHAIH
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuiupeHue (QyHKIMOHAJIa BIEYET 3a COOOM
OOJIBIIYIO CJI0KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlameko He BCe MPOM3BOAMTENHN BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTUYECKUE YS3BUMOCTH ISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOMIILHOTO TesedoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriaTHbIM. Byllb OCTOpOXKEH, BEIb
Korjia Tebe mpeaiaratoT OecIylaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IUJIATHBIE YCITYTH;

Hywmaii, mpexe uem oTnpaBuTbh SMS, ¢oto unm Bugeo. Tl TOUHO 3HAEIID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

Heo6xoaumo 0OHOBIIATH OMEPaIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Wcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI JUISI MOOMIIBHBIX TEJIE(POHOB;

He 3arpyaii mpuIoXeHUs OT HEU3BECTHOIO MCTOYHUKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[locne Toro kak Thl BBIMAEHIb C CcaldTa, I7I€ BBOAWJ JMYHYIO HHPOPMALHUIO,
3aiiin B HACTPOIKK Opay3epa U yaainu cookies;

[lepuonnuecku MpoBepsiii, KAKUE MIIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJSAM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEpSCIIb;

Bluetooth nomkeH ObITh BBIKIIOYEH, KOTrJa Thl UM HE MoJb3yemibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpst

CoBpeMEHHBIE  OHJIAWH-UIPBI - 3TO KpPAacOYHbIC, 3aXBaTBIBAIOLIUE
pa3BieUeHUsl, OObEIUHAIONIME COTHU ThICSU YEJOBEK MO BceMy mupy. Urpoku
UCCIENYIOT JaHHBIA UM MHp, OOIIAIOTCS APYr C APYrOM, BBIMOJHSIOT 3aJaHus,
CPaKaIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YJAOBOJBCTBUE OHM IUJIATST:
MOKYNAIOT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa MAYT Ha NOAJEPKAHUE U PA3BUTHE UIPBI, & TAK)KE HA CaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJ1s1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B no/100HBIX UTPax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)ki TBOET0 NapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3aLUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAyHTA:

1. Ecnu apyroit urpok Beaet ceOs II0X0 MU CO37aeT TeOe HEMPHUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Moxanylica agIMUHUCTPATOPaM UIPhI HA IIJI0XO€ MMOBEJIEHNE ITOTO UTPOKA,
KenaTelIbHO MPUIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii TuuHy0 nHGOpMaIKio B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeouIManbHble MaTYU U MO/JIbI;

6. Mcnosb3yil CIOXKHBIE U Pa3HbIE MTAPOJIH;



7. Jaxke BO BpeMsl UTPbI HE CTOUT OTKJIIOUaTh aHTUBUpPYC. [loKa Tl Urpaenib,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

QOUIIMHT WM Kpaxka TUYHBIX JaHHBIX

OOBIYHOM KpaXkeil IeHEer U TOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJIUBUIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTUINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tax mosiBUIach HOBas yrpos3a: WHTEPHET-MOIICHHWYECTBA WM (DUIITUHT,
rJIaBHas 1€Jdb KOTOPOIO COCTOMT B TMOJMYYEHUH KOH(PUACHIMAIBbHBIX JaHHBIX
M0JIb30BaTEJNIEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing ynrtaercs kak
¢bumumHr (ot fishing - peiOHast 10BJIA, password - apoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cneau 3a cBOoMM akkayHTOM. Eciid Thl mojj03peBaelib, 4YTO TBOS aHKETa
Obly1a B3JI0MaHa, TO HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOXHO CKOpEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YKCII€, THTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonp3y#t clOXHBIE M pa3Hble Mapoiu. Takum oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JIOCTYI TOJIBKO K OJIHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu T1eOs B3JOMaad, TO HEOOXOAMMO TMPEaynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABJIEHbl y T€OsI B APYy3bsiX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET pacchlIaThCs ClaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbid naposs (PIN) Ha MoOMIIbHBIN TenedoH;

6. OTKJII0YM COXpaHEHHUE MapoJIsl B Opaysepe;

7. He oTkpwiBail ¢aiiiabpl U Ipyrue BIOXKEHHS B MUCHhMax, JaKe €CIM OHU
NPUIIUTM OT TBOUX Jpy3eu. Jlyullie yTouHM y HHMX, OTIPABJSUIA JIU OHU TeOE ATH
(baibl.

[udporas penyTarus

[udporas penyranus - 5TO HEraTUBHAS UJTK MO3UTUBHAS UH(POpMAIUS B CETU
o tebe. Komnpomerupyromiasi nadopMmaius, pa3MelieHHass B UHTEPHETE, MOMKET
CepbEe3HbIM 00pa30oM OTpa3UThC Ha TBOEW peanbHOM xu3HU. «lludposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPBIA (GopMHpyeTcs U3 UHPopMaluu o Tede B
UHTEpHETE.

TBoe MecTo IKUTENbCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapakTepa M pacckas3bl O OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue MoApOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyONUKAlMU JTUYHOU
uHpopmaruu B MHTEpHETE, HE IOHMMAsT BO3MOXKHBIX TMOCHencTBuil. Thl qaxe He
CMOJKEIIb JIOTAaaThCs O TOM, 4To (poTorpadus, pa3MeiieHHas 5 JeT Ha3ald, crajia
MPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTtapuu, pazmemnienue TBoux ¢gotorpaduii u apyrue AeHCTBUS MOTYT
HE MCUYE3HYTh JIAXKE MOCJIE TOT0, KaK Thl UX YJaIuIlb. Thl HE 3HACITH, KTO COXPaHUII
3Ty UH(OpMaIHIO, IToNaia JIM OHa B IOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0€ OKPY’KAIOIIME JIFOAH, KOTOPbIe HAUMIYT U yBUIAT



310. HailTu uHOpMalo MHOTO JIET CIyCTS CMOJKET JIF0OOM - Kak M3 J00pbIX
noOy>KJIeHUH, TaK ¥ C HAMEPEHUEM IPUYUHHUTH Bpel. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE IUGPOBOH peryTalUu:

1. ITogymaii, mpexae yeM 4yTo-TO IMyOJMKOBATh U EpeaaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoQuis YCTaHOBH OTpPaHHUYEHUS Ha MPOCMOTP TBOETO
npoduIs U €ro COAEP>KUMOT0, CIeNail €ro TOJIBKO «JIJIs IPY3€eily;

3. He pasmemaii u He yka3plBail HH(pOpMaLHIO, KOTOpas MOXET KOro-iudo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IpaBo

CoBpeMEHHbBIE UIKOJBHUKM - aKTUBHBIE IIOJIb30BaTeId  LU(PPOBOTO
npoctpancTBa. OOHAKO JaleKo HE BCE 3HAKOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMM ~ LIMPpoBOro  mupa TpeOyer  coOmofeHuss MpaB  Ha
WHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

TepMUH «UHTEINIEKTyadbHasi COOCTBEHHOCTb» OTHOCHUTCS K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O YMa, HAuyMHAasi C HOBBIX HM300pETEHH U 3HAKOB,
0003HayarImuUXx cCOOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO NpaBa HA MHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATypPbl U UCKyCCTBA. ABTOPCKUE NpaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEUIEKTYyallbHBIN/TBOPUYECKUI TPyJl aBTOpa HE
OydeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ynbTarax CBOEro TpyAa, HMOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpoCTpaHsiTh, MyOJIMYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
nycKaThb B HpPOKaT, MyOJIMYHO HCIOJNHSTH, MOKA3bIBATH/UCHOIHATh B 3UpE WU
pasmemats B HTEpHETE.

Hcnonb3oBaHne «IMHUPATCKOr0» MPOrPAMMHOTO  OOECHEYEHHS] MOXKET
IPUBECTH K MHOTMM pHUCKaMm: OT MOTEpH JAHHBIX K TBOMM aKKayHTaM J0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJie YCTAaHOBJICHA HeJlerajbHas nporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIe M O€CIIaTHBIE MPOrPAMMBI,
KOTOPbIE MOKHO HATH B CETH.

O noprane

CereBrU4OK.p( - TBOI IN1aBHBIN COBETUHK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30MacCHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM S3BIKOM, a MPU BO3HUKHOBEHHUH
KPUTHUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKKe NPUHATh y4dacTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



